Combating piracy with copy
protection solutions

The issue of copy protection is a very serious one indeed, and to help combat the rising tide of illegal downloading and

copying, record companies and games publishers alike are implementing CD copy protection solutions. However, there

have already been a number of widely reported problems with some copy protected CDs.

usic companies and games

publishers literally know to their

cost that it's not enough to create

good content, put it onto a CD
and then distribute it. ITn an age where digital
copying hardware and software is widespread,
affordable and easy-to-use, content holders must
use some form of copy protection technology
il they are to prevent large amounts of revenue
haemorrhaging through the unauthorised
copying and distribution of their software. As
a result, a myriad of CD audio and CD-ROM
copy protection technologies are being
employed and installed in mastering houses
and replication plants.

Audio copy protection

Ever since the first domestic tape recorders went
into homes, the music industry has been
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concerned about lost sales caused through the
copying of tapes and discs. Those with long mem-
ories will recall the record industry’s panic at the
introduction of the cassette, the home taping is
killing music’ campaigns and legal moves to stop
the prbdu(linn of double cassette decks. They
may also recall the industry’s successful moves
to put copy control onto R-DAT, so putting another
nail in that format's coffin, and the addition of
the still current, but largely unused, digital-digjtal
copy control flags on Audio CDs.

But even bigger threats are the home PC, CD
bumers, MP3 ripping software, cheap CD-R discs,
peer-to-peer (P2P) networking and broadband
Internet connections.

The IFPI, the music industry’s world trade
organisation, estimates that last May, there were
more than 3 million people worldwide who had
access to 500 million music files on the Internet,
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most of them illegal. “The PC industry hasn't
helped us,” says Cary Sherman, president of
the Recording Industry Association of America
(RIAA). “Home PCs are marketed as entertainment
machines which come with CD burners and
bundled ripper software.” Meanwhile, some
consumer electronic companies are aggressively
promoting home CD recorders.

Today’s situation is “not like home taping,”
says Jay Berman, chairman and CEO of IFPI,
“Digital technology lets you make a perfect copy
of the original, and you can then use the Internet
to distribute that. It means an individual becomes
an international record company.” The IFPI
puts a lot of blame on illegal downloading and
copying for the 5% fall in global music sales
by value and 6.5% by volume in 2001. And for
the first time, CD sales fell by 5.1%. In some
territories, CD-R discs sell for 15-20 cents each,
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all Sony plants worldwide. “Negotiations with
other companies are in the final phase,”
says Wieflingseder.

Israeli company, Midbar Tech, markets
Cactus Data Shield, which is now on more than
30 million dises worldwide, says the company.
“Our licensing to CD plants is going well and we
have plants with the system in Furope, Asia and
North America, and we are looking to expand
into other countries,” says Noam Zur, Midbar’s
VI sales and marketing.

Macrovision’s  SafeAudio  (developed in
conjunction with the Israeli technology company
TIR) is now licensed to 25 companies with 30
plants around the world, including Cinram,
Sonopress and Disctronics, says the company.

Link Data Security's Hans Pedersen

target group for all these systems is the casual
copier and not the professional pirate or
techno-sayvy cracker or hacker, says Sarah Roberts,
communications manager for the British
Phonographic Industry (BPT), “The technology
will never be hack-proof, at best it is a deterrent
which should significantly reduce the level of mass
illegal copying.”

But Bill Foster, a senior consultant at the
research company Understanding & Solutions,
points out that: “I'rying to add a new technology
10 a 20-year-old format is going to be problematic.”
One issue is compatibility with hundreds of
millions of audio CD mechanisms out there,
including CD players, CD recorders and CD-ROM
drives. Audio CD mechanisms are also in PC
CD-ROM drives, DVD players, games consoles
(like ’'§2) and in-car systems.

There have already been a number of widely
reported problems with some copy protected CDs.
When BMG released Natalie Imbruglia's White Lilies
Island (encoded with Midbar's Cactus Data Shield)
in Lurope last year, there were dozens of complaints
that the disc would not play in some consumer
CD players or CD-ROM drives. BMG was forced to
reissue the disc minus Midbar's technology. There
have also been complaints that these technologies
can cause PCs 1o crash or even damage Apple
Macintosh computers.

Brian McP’hail, Macrovision's VP and senior
manager of Consumer Software Division, says
the reason SafeAudio was late entering the

with 'virtually every music player on the market.’

‘The problem of compatibility led Philips to
declare that copy protected CDs did not adhere to
the Red Book standard and, thus, should not be
described as audio compact discs or bear the CD
logo. Gary Wirtz, general manager of Philips’
Copyright Office, believes that copy protection
technology could cause long-term playability
problems, especially systems that modify the
disc’s error correction system. Meanwhile, last
November, the BPI notified its members of
the importance of clearly labelling that copy
protected CDs would not play on PCs or Macs,
or music companies risk falling foul of the UK
Trades Descriptions Act. In the LS, court action has
resulted in the strong recommendation that
publishers include notification on the disc’s cover
exactly what copying and play limitations apply
to a copy-protected CD.

‘The music industry has been stung by criticism
that it is now preventing consumers from playing
music they have legitimately purchased on a
home PC, and also stopping them from porting
music to portable music players like MP3 players.
As a result, music companies are taking a more
subtle approach to copy protection. “We encourage
the industry to adopt a copy management
approach rather than simple copy protection,”
says Pam Horowitz, president of the LIS National
Association of Recording Merchandisers
(NARM). Cary Sherman of the RIAA agrees: “The
proposition used to be unlimited copying or no












